
T h e  O l d e s T  l a w  J O u r n a l  i n  T h e  u n i T e d  s T a T e s  1 8 4 3 - 2 0 1 3

philadelphia, Tuesday, February 11, 2014 

By Dean Schwartz, Julia rafferty 
anD Samantha KatS
Special to the Legal

 in a society where people are attached to 
their smartphones and looking to maximize 
efficiency, it is no surprise that the market 
for mobile medical applications (MMas) is 
growing rapidly. There are already tens of 
thousands of MMas to help diagnose, treat 
and heal users via smartphones.

as useful as MMas may be, however, 
problems are inevitable, leading to signifi-
cant health and safety risks and legal conse-
quences. Both established health care pro-
viders and startups are finding themselves 
in untested waters as government agencies 
like the Food and drug administration face 
new challenges. it is essential for anyone 
creating MMas to understand and comply 
with relevant Fda regulations to avoid: (1) 
costly efforts to retrospectively come into 
compliance; (2) restrictions on the sale or 
distribution of their product after market 
launch; (3) fines for false or misleading 
advertising; and (4) potential liability under 
the False Claims act and anti-Kickback 
statute violations.

This article offers practical guidance 
and insight into the Fda regulation of 
MMas, potential products liability ques-
tions raised by the development of MMas, 
and the business issues that companies in 
this emerging market need to consider. For 
the purposes of this article, the term “devel-
oper,” which does not include developers 
that are purely contractors for others, refers 
to creators of MMas, though the Fda uses 
the term “manufacturer.”

FDA’s Final Guidance for MMAs
The Fda issued its final guidance and 

recommendations regarding MMas on 
sept. 25, 2013, explaining its plans to over-
see and regulate MMas under the Federal 
Food, drug and Cosmetic act. The full text 

of the guidance is available on the Fda’s 
website. This guidance, although nonbind-
ing, provides significant insight into the 
Fda’s intentions and focus for regulating 
MMas. The guidance clarifies and provides 
examples of: (1) MMas the Fda does not 
consider to be “devices” subject to regula-
tion; (2) MMas it considers to be low risk 
and will thus be regulated with discretion; 
and (3) most importantly, MMas upon 
which the Fda intends to focus its regula-
tory oversight.

The Fda will regulate MMas that meet 
the definition of a device under section 
201(h) of the FdCa and that are intended 
to either be used as an accessory to a regu-
lated medical device or transform a mobile 
platform into a regulated device. a mobile 
application’s classification depends on its 
intended use. if it is intended to perform a 
medical device function, such as diagnosis, 
treatment or cure, it is considered a device 
under the definition.

The guidance identifies three categories 
of MMas subject to the Fda’s regulations: 
(1) mobile apps that are an extension of one 
or more medical devices by connecting to 
them for purposes of controlling the device, 
displaying, storing, analyzing or transmit-
ting patient-specific medical device data; 
(2) apps that transform the mobile platform 
into a regulated medical device by using 

attachments, display screens or sensors, or 
by including functionalities similar to those 
of currently regulated medical devices; and 
(3) apps that perform patient-specific anal-
ysis and provide patient-specific diagnosis 
or treatment recommendations.

The guidance broadly defines creators of 
MMas who are required to comply with 
the regulations as any person or entity that 
creates, designs, develops, labels, rela-
bels, remanufactures or modifies a mobile 
medical app software system from mul-
tiple components; initiates specifications 
or requirements for mobile medical apps; 
or procures product development or manu-
facturing services from other individuals or 
entities for subsequent commercial distri-
bution. entities that exclusively distribute 
mobile apps, such as iTunes or Google 
Play, are not considered to be medical de-
vice manufacturers under the Fda’s policy.

developers and MMas subject to Fda 
oversight are required to comply with the 
Fda’s existing regulations for medical de-
vices. The regulatory requirements depend 
on the classification of the device; a device 
may fall within one of three classes depend-
ing on its risk to the public. The vast major-
ity of regulated MMas will likely fall under 
Class i or ii, per 21 u.s.C. § 360c(a)(1)(C). 
Knowing and understanding the guidance is 
critical to effectively comply with the Fda’s 
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regulatory requirements associated with the 
applicable device classification.

Products Liability Applied to MMAs
Compliance with Fda requirements does 

not shield a device developer from liability 
in the event a device malfunctions and 
causes injury or damage. Thus, manufac-
turers must keep in mind the legal risks 
associated with the design, manufacture 
and sale of their products in order to better 
evaluate risks, establish preventative mea-
sures and minimize potential liability.

since no cases have specifically dealt with 
MMas in the context of products liability, 
traditional considerations of the restatement 
(second) of Torts or the restatement (Third) 
of Torts will likely apply, until the courts 
say otherwise. The inevitable question of 
which version of the restatement will gov-
ern a products liability case in Pennsylvania 
remains unclear. The answer depends on 
whether the case is in state or federal court, 
and if in federal court, it may further depend 
on the perceptions of the judge presiding 
over the case. historically, Pennsylvania 
state courts have followed section 402a of 
the restatement (second) of Torts, which 
favors concepts of strict liability compared 
to principles of negligence. The Third 
restatement, on the other hand, places a 
greater emphasis on principles of negligence 
and reasonable foreseeability.

notably, the Pennsylvania supreme Court 
granted a petition for allowance of appeal 
in Tincher v. Omega Flex, 64 a.2d 626 (Pa. 
2013), to address whether the analysis of 
the Third restatement should replace the 
strict liability analysis of section 402 of the 
second restatement. if the court in Tincher 
adopts the Third restatement, manufactur-
ers stand to benefit, as the focus of the li-
ability analysis will shift from the product 
itself to the responsibilities and actions of 
the manufacturer. Tincher has the potential 
to resolve this uncertainty and provide addi-
tional avenues of defense for manufacturers.

another evolving issue is the possibility 
of federal preemption protection for medi-
cal devices. under Fda regulations, “state 
requirements are preempted only when the 
Fda has established specific counterpart 
regulations or ... other specific require-
ments applicable to a particular device,” 
per 21 C.F.r. § 808.1(d). although any 
premarket duty-to-warn claim for an Fda-
approved medical device is preempted by 

federal law, it is still unclear whether a 
state law claim can be pursued against a 
device manufacturer for failure to inform 
the Fda of a problem that is discovered 
after the device is on the market. The courts 
of appeal have been divided regarding the 
applicability of both implied and express 
preemption to state law claims based on 
alleged violations of duties imposed by fed-
eral law. however, since products liability 
claims are preempted for Class iii medical 
devices only, preemption protection is quite 
limited for MMa developers. it would be 
more meaningful if Class ii device devel-
opers could receive preemption protection, 
but that is unlikely given Medtronic v. 
lohr, 518 us 470 (1996), and riegel v. 
Medtronic, 552 u.s. 312 (2008).

nonetheless, if a preemption defense suc-
ceeds, it may mean that compliance with 
the federal regulation is all that is. in this 
instance, compliance with Fda regulations 
determines a manufacturer’s fate in terms 
of products liability, further reinforcing the 
significance of understanding, monitoring 
and complying with Fda regulations.

Business Considerations
despite the Fda’s guidance, it may still 

be unclear to developers whether the Fda 
regulates their products, and, if so, which 
requirements apply to them. while the 
Fda has not provided any clear standards 
regarding its enforcement discretion, it 
strongly recommends that developers of 
all mobile apps that may meet the defini-
tion of a device follow its requirements. 
developers are encouraged to follow the 
quality system regulations, located in 21 
C.F.r Part 820, in the design and develop-
ment of their apps, even if it is clear that 
the Fda intends to exercise enforcement 
discretion for its devices. it is also worth-
while for developers to review the Fda’s 
released 510(k) summaries to determine 
whether premarket submissions have been 
made for comparable mobile medical apps.

although the Fda’s final guidance pro-
vides useful information, there are still 
many gaps that leave room for complica-
tions in the various stages of development, 
marketing and sales of MMas. The “Fda’s 
regulatory framework for MMas continues 
to evolve, despite the publication of the final 
guidance,” said M. Jason Brooke, CeO of 
Vasoptic Medical inc., which is developing a 
low-cost mobile solution for early diagnosis 

of a vision-threatening condition associated 
with diabetes. “without a more nuanced 
understanding of the regulatory require-
ments, developers, investors, and patients 
are at risk.” it is important for developers to 
conduct a risk-assessment analysis in order 
to make appropriate disclaimers and create 
other strategies for reducing or eliminating 
potential liability claims.

while the opportunities for creating in-
novative mobile medical apps and the ben-
efits to be reaped from them may be end-
less, so are the consequences for users and 
device manufacturers. Before rushing into 
the development and marketing of MMas, 
it is worth taking some time to carefully 
evaluate the Fda’s regulations in order to 
ensure compliance and minimize business 
and legal risks in the future. 
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